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Top Privacy Guarantee

 Phone Shield VIP is perfect for 

privacy seeking businesses 

Phone Shield VIP is the most  
secure VoIP solution, designed 
to avoid new security threats
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Phone Shield™ VIP
A specifically designed security solution 
that avoids VoIP hacking - the new threat 
to business managers around the world.
Based on the most advanced Android 
phone solution that provides a complete 
desk phone solution with flexible 
functionality, HD Voice Quality, and highly 
easy operation. Perfect for small to large 
sized business, as well as mission-critical 
Enterprise Business.

VIP devices connect using a private end-to-end VoIP network

Regular VoIP devices connect to VIP devices
using standard VoIP network

VoIP

Complete Private Corporate Communication Package

CFOCEO CTO

Company HQ

PhoneShield 
Encryption Servers

SecureOS

SecureChat

SecureCall

The first and only top Security end-to-end encryption solution that 

every Enterprise and SMB needs to combat today’s new VoIP threats

A New security approach that includes:
     Secure Call based on AES 256 Bit encryption + ZRTP key Exchange
     Secure Chat based on AES 128 Bit encryption + OTR Key Exchange
     Secure File based on AES 128 bit encryption
     Secure Android OS based on AES 128 Bit encryption

Dedicated DDM that can manage and control the 
Secure Desktop Phones 
Phone Shield VIP servers can be installed and 
managed from any 3rd party cloud or can be 
installed at company premises



Phone Shield VIP desktop Main Features
•	 Call Forwarding
•	 Call Transfer(blind/attended/alert)
•	 Call Holding
•	 Call Waiting
•	 Call Conference
•	 BLF List
•	 Capable of 10 way conversation
•	 Join Call
•	 Pickup
•	 Call Completion
•	 Hot desk function
•	 Soft DSS Key (Upto 100)
•	 Auto Redial / un-redial
•	 Support multi line and pre-dial
•	 Support messaging and MWI
•	 Voice recording during talking /local
•	 Flexible dial plan

•	 Hotline/Warm-line
•	 Call Rejection
•	 Black List
•	 Barring function for outgoing calls
•	 Do Not Disturb
•	 Auto Answer (Hands- free / Headset)
•	 Caller ID display
•	 CLIR (rejects anonymous calls)
•	 CLIP (to make an anonymous call)
•	 Dial without registration
•	 Supports Call Logs with 
	 Missed / Incoming / 
•	 Outgoing calls
•	 Intercom/Intercom barge
•	 Password dial
•	 Headset ring
•	 Direct IP call without SIP proxy

DDM (Desktop Device Manager) - web based dashboard
•	 Password enforcement (expire, policy, reset)
•	 Remote wipe (of the work persona)
•	 Enable Data encryption
•	 Add/Remove application bundle (support native and/or proprietary)

•	 Policy management (VPN, network policy, HW peripheral control)

•	 Reports + Backup/restore apps and data
•	 Supports remote functions: Device lock, Location, Mute,  
     Enterprise wipe, Data wipe, Change lock-code, 
     ring and message
•	 Local storage and battery indicators
•	 Installed applications indicator + Operation log
•	 Enables adding of policies, rules and users

Contact Info:

MobileCrypto ltd.

13 Zarhin St. 7th Floor, Hi Tech Park P.O.B 3071

Ra’anana 4366241, Israel

Tel: 972 73 398 3102, Mobile: 972 545 5552032

e-mail: sales@mobile-crypto.net www.mobile-crypto.net

Powered by:

Main Features

Policy and Security
Management
Consule

S h i e l d
ENCRYPTED & Secure OS

phone


